Community Gold Standard Framework

Version 1.1.1

[
1
i i Communi
Enterprise Operations ity | Governance Corporate
Gold standard 1
| I Culture
i 1
L
I T T T I | | - | 1
Know the Protect the Protect Data and Assess the Assess Respond to Manage M
= = - anage the Manage
Enterprise Enterprise Enable Access Vulnerability TR Detect Events Incidents I Manage Risk Investments and Lifecycle Corporate Culture
i / | J
!
i MNetwork T
Metwork Systam Identity Netwark Threat T . 1A Palicies,
— ; - ; Securi | Enterprise || [ncident Risk = Finance Devel nt |1 |=lProceduresand
Mapping Protection Management Evaluaﬁ:)vns Assessment Menitaring Response Identification velopme ru;e;n:lr:r:
i
!
Metwork i Physical 1
‘Communication| Access Architecture N .
= Boundary and m " m A Signature = Enterprise n Incident 1 n . n Lisition 1 L
Interfaces Protection Management Reviews Repositary Manitoring Analysis I Risk Analysis Acq Deployment i 1A Awareness
I 1
!
Liilization and Physical and Personnel
i Key Vulnerahili i Netuiork Partfali i
= Performance = Environmental - ulnerability =l Enterprise n - 1 n L u o ‘Operations and n .
Management Protection Management Assessments Monitoring plr:t‘reu;:?:n I Risk Mitigation Management Maintenance 1A Training
1
!
- - Network
| Understand L) Personnel | Digital Policy L Intrusien Host Intrusion _— o 1 Organizations
Mission Flows Security Management Detection = Prevention Risk Monitoring Decommission = and Authorities
i
i
Host Intrusion I !
Understand Metwork Access Metadata - - 1
i ‘Conti
™| DataFlows Control ™| Manazgement Detection pr;alrﬁfn:v 1
1
Hardware MNetwaork I
a Device |_| Configuration | | Credential — Hunting 1
Inventary Management Management I i
[
Physical I
Software . Attribute = -
H  inventory =| Paort Security | Manazement Hunting I I
I 1
] 1 I
Understand the Metwark || Enterprise Audit 1 1
— Physical =  Boundary Data Protection Management 1
Environment Protection 1
[
I [
I [
I 1

07/30/2012



